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Abstract—Privacy-Preserving Authentication (PPA) is crucial
for Radio Frequency ldentifcation (RFID)-enabled applicaions.
Without appropriate formal privacy models, it is difficult f or
existing PPA schemes to explicitly prove their privacy. Eve
worse, RFID systems cannot discover potential security flasthat
are vulnerable to new attacking patterns. Recently, reseahers
propose a formal model, termed as Strong Privacy, which statly
requires tags randomly generate their output. Adopting the
Strong Privacy model, PPA schemes have to employ brute-foec
search in tags’ authentications, which incurs unacceptalel over-
head and delay to large-scale RFID systems. Instead of adapg
Strong Privacy, most PPA schemes improve the authenticatio
efficiency at the cost of the privacy degradation. Due to thealck
of proper formal models, it cannot be theoretically proven tat
the degraded PPA schemes can achieve acceptable privacy i
practical RFID systems. To address these issues, we propoae

weak privacy model, Refresh, for designing PPA schemes with

high efficiency as well as acceptable privacy. Based on Refte,
we show that many well-known PPA schemes do not provide
satisfied privacy protection, even though they achieve retavely
high authentication efficiency. We further propose a Lightweight
privAcy-preServing authenTication scheme, LAST, which ca

guarantee the privacy based on the Refresh model and realize

O(1) authentication efficiency, simultaneously.

Index Terms—RFID, Privacy, Model, Authentication.

I. INTRODUCTION

D

interactive procedure between the RFID reader and tags [19]
Recently, many PPA schemes have been proposed [8], [6],
[22], [17], [2], [14], [15], [20], [13], [5], [4]. Neverthetss,

the research on RFID is still short of appropriate formal
models that can explicitly define the privacy whereas mainta
the authentication efficiency in a general way. Lacking such
models, existing PPA schemes have to employ ad hoc notions
of security and privacy [9], and then heuristically analylae
security and privacy via those notions. The heuristic asialy
however, only allows those PPA schemes examine the privacy
under the known attacks using the ad hoc defined notations.
It is difficult to explore the potential vulnerabilities arfidws

"that are vulnerable to newly emerging attacks. To our best

knowledge, most existing works, if not all, suffers one or
several attacks.

Juels proposes a privacy model [10], named “Strong Pri-
vacy”, to meet the demands on privacy in RFID systems.
Strong Privacy employ#ndistinguishabilityto represent the
privacy. Indistinguishability means that RFID tags shondd
be distinguished from each other according to their oufpuit.
achieve indistinguishability, tags randomize their otitpuch
that adversaries cannot compromise their privacy. However
to authenticate a tag, the legitimate reader cannot betljirec
aware of which tag it is interrogating due to the random otutpu
of the tags. It has to search all tags in the system to identify

UE to the low cost and easy deployment, Radio Frene tag instead. Under the Strong Privacy model, such a-brute
quency Identification (RFID) becomes a promising techyce search makes the authentication efficiency lineahéo t

nology in everyday's applications, such as logistics, 88Cémper of tags in the system. In other words, the PPA scheme
control [11], and supply chain management systems [16], [12ight not be practical and applicable in large-scale RFID

In RFID systems, the reader keeps interrogating the near,

é%tems due to the linear-search authentication, althdlugh

tags via RF waves. The RFID tags, which are usually attachggong Privacy model can guarantee the privacy.
to people or objects, reply the queries with their IDs or othe 15 meet the large-scale deployments, most PPA schemes

stored information. The interaction pattern, howeverisesaia

focus on high authentication efficiency. Their privacy, lever,

security concern to RFID systems. Within the interrogatingrely degrades because of the trade-off between the privac
range, any reader can retrieve the information, sometimgsy quthentication efficiency. They are often vague abait th
sensitive and private data, from the tags. A malicious readgyw much cost on the privacy degradation brings back how
thereby is able to access the secret information storeden th,cn improvement on the authentication efficiency.

tags, such as the personal information of customers, thesite

they purchased, the customers’ health condition inferrgd

In this paper, we propose a weak formal privacy model,
Bermed as Refresh. Different from Strong Privacy, Refresh

the purchased pharmaceutical, and etc. Moreover, the §gSsens the strict constrains on the output of tags, sucheas t
can be located via their emitted information even semantfigngomization and unpredictability. Refresh allows a tag t
meaning has been encoded, so that they are subject t0 dBgain a temporally constant field in the output for stating
tracking attack. All above drawbacks could be exploited by, tag's identity. The field remains unchanged during the

an adversary to violate users’ privacy significantly.

time interval between two consecutive interrogations ftbm

_ To address the problems, Privacy-Preserving Authentiq@yitimate reader. Thus, the field is predictable for thedval
tion (PPA) becomes an immediate need for protecting thgader and used to accelerate authenticating the tag. After
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successful authentication with the valid reader, this figidi

be refreshed (or updated) for next authentication proeedur
The tag encrypts the field using the secret keys shared with
the valid reader for preventing adversaries from identidyi
the tag. By this means, RFID systems can achieve accept-
able privacy protection as well as highly efficient authesti



tion. Based on Refresh, we propose a Light-weight privAcyhis category, Untraceability’ [1] and “Strong Privacy [10].
preServing authenTication scheme, LAST which showcasé& choose Strong Privacy to introduce this kind of models.
our exploration that a little privacy degradation can bréigr Strong Privacy employindistinguishabilityto represent the
nificant benefit on the authentication efficiency. We hightig privacy. That is, an adversary cannot distinguish two tags
our contributions as follows. from each other in a given system according to their output.
« We propose a new model, Refresh, which sets forth ti#ence, the adversary could not compromise the privacy of
concept “Refresh Privacy” for PPA schemes. This conceffite two tags. To achieve indistinguishability, Strong Beiy
closes the gap between security model and practical PRgquires tags to randomize their output. Moreover, the’tags
schemes. output should also be unpredictable for the adversary ak wel
. Based on Refresh, we present a methodology of formafg the legitimate reader. By realizing Strong Privacy, RFID
analyzing privacy. With this methodology, we examin8ystems can achieve a strong privacy protection. The aaiyers
well-known PPA schemes and discover their potentignnot gain any useful information about tags accordingéo t
security flaws. output. To authenticate a tag, however, the valid readetdas
« We also present a demonstrative PPA scheme LAS®arch all tags in the given system to determine which tag the
based on Refresh. The proposed scheme achieves fgRder is interrogating. Clearly, the authentication ifficy
vacy and is highly efficient with a®(1) authentication is linear to the number of tags in the system. In this way,
complexity. satisfying Strong Privacy means a PPA scheme is not scalable
The rest of this paper is organized as follows. We reviell) large-scale systems, due to the linear search compl&aty
the related work in Section II. We discuss the Strong Priva§f@mple, HashLock [22] is proven to fulfill Strong Privacy,
model in Section IIl and propose Refresh in Section V(S authentication efficiency, however, @(n) (without loss
We examine the privacy of several existing well-known PPRF generality, we use: to denote the number of tags in a
schemes based on Refresh in Section V. In Section VI, W&/€n system in this paper). Other schemes, although having
present a new PPA scheme, named LAST, to satisfy RefreBjgher efficiency than HashLock, are proven not to be private
We analyze the storage and authentication efficiency of LAS#Nder Strong Privacy [10]. Basically, we find that there is an

and then prove that LAST achieves privacy. We conclude tHRstinctive trade-off between the authentication efficieand
work in Section VII. the privacy for RFID PPA schemes.

Il. RELATED WORK IIl. STRONG PRIVACY MODEL

There are two categories of formal privacy models in RFID |n this section, we discuss the Strong Privacy model [10],
systems, non-cryptography based and cryptography baked. fh which the privacy of RFID systems is formally defined
work in the non-cryptography based category is for lowgs indistinguishabilityamong tags. Strong Privacy integrates
cost tags that cannot perform some cryptographic opesatiothree components: RFID Scheme, Adversaries, and Privacy
including symmetric-key encryption, pseudo-random numbgame. The RFID Scheme component depicts the different
generation and hash computations. Without cryptograpthc ehaviors of different parties in RFID systems. The Adver-
erations, tags cannot share any secret with the legitimatg&ies component characterizes the capability of advessar
reader. The knowledge about tags known by adversarifige Privacy Game component describes the stratagem of
thereby is similar to that known by the legitimate readeadversaries to attack the RFID Scheme. We briefly overview
Therefore, the capability of adversaries is not less tha thhese components and then summarize the Strong Privacy

of the legitimate reader. Loosely speaking, adversariasica model to educe our Refresh model in the next section.
anything that the legitimate reader can do. Two represeatat

models, Minimalist’ [8] and “Universal Re-Encryptich[6],
of this kind restrict adversaries’ capabilities. Mininstlisets
bounds on the number of queries that an adversary can mak&enerally, an RFID system consists of two types of devices,
when mounting a man-in-the-middle attack [10]. Universed Rtags and a reader. A tad is a transponder with well-
Encryption excludes certain forms of active attacks, siedfi@ designed circuits that can respond the signals emitted from
cloning and replay attack. Based on those non-cryptogcapttie RFID reader with its own unique ID. Since there is no
formal models, PPA schemes cannot defend against sobadtery available on a tag, the communication range is very
attacks in practice such as the man-in-the-middle attack dimited, usually within a meter [18]. Although an RFID tag
cloning attack. has constrained capability of computations and storags, it
To enhance the security, the cryptography based wdbklieved that a tag of next generation is able to perform some
assumes: (1) an RFID tag is able to perform some cryptoryptographic operations, such as symmetric-key enampti
graphic operations, such as symmetric-key encryptionh hasash computation, and pseudo-random number generation
computation, and pseudo-random number generation; (8 thg21], [22]. Strong Privacy also assumed that a faghares a
are a number of distinct secret keys shared between eachnagmber of secret keys with the reader. In additi@dncannot
and the valid reader. It is believed that the next generatidefend against tag-compromising [10].
of RFID tags will be able to carry out those operations The RFID readefR in an RFID system has one or more
[10]. There are two representative and similar models transceivers. The reader interrogates a tag periodicaligno

A. Overview



a user’s demand, and then reports responses of the tag to the
back-end database of the system. The goal of the RFID system
is to distinguish legitimate tags (tags which are registere
in the back-end database) from unknown tags, and further
authenticate them (infer their IDs). RFID system usuallgsus
the back-end database to perform computations and store the
information of tags in the system. Generally, the channel
between the reader and back-end database is assumed to be
secure. Hereafter in this paper, we take the reader devite an
the .back—end database as a whole. Thus, we denotg the_ rgg%gi A binary key tree with eight tags
device and back-end database by the “reader” for simplicity
In an RFID scheme7 andR are initiated with a shared se-
cret by the system. There is an interactive protocol desayib
the manner of message exchanges betveeandR.
Adversaries in RFID systems can be specified by thr
characteristics: the actions that they can perform (ilee, t. i o - .
oraclesthey can query), the goal of their actions (i.e., gane improve the |dent|f|cat|0n_eff|C|ency, it has been proverttha
they can play), and the manner in which they can access {Bgse schemes are not private under the Strong Erlv_acy model
system (i.e., theules of the game). or example, they may suffer the de-synchronization attack

The Privacy Game of Strong Privacy, which describes uﬁ%"]- Furtherr;/c;re, their guthenhcatlon cqmplexny idlstot
methodology of an adversary used to attack an RFID sched®S thanO(n”/") [2], which is not very piratical.
is derived from the classic INDistinguishability under Gka- In tree-based approaches [15], [14], [5], [13], each tag's
Plaintext Attack (IND-CPA) and under Chosen-CipherteﬁeYs are correlate(_j to those of other tags. Th(_ese approaches
Attack (IND-CCA) cryptosystem security games. The idea %sually employ a \(lrtual balanced tree to organize keyshEac
that an RFID protocol can be considered private for sonf@de in the tree is allocated a random key with each leaf
parameters if no polynomial-time adversary can win the garfi@de @ssigned to a tag. Hence, there is a unique path from
with a overwhelming probability. The goal of the adversary the root to each leaf node in the tree, and the keys along this
in the game is to distinguish between two different tags inith Path will be distributed to the tag corresponding to the leaf
his computational bounds (i.e., how many times he can qué@de. When being interrogated, a tag will response a message

oracles). Due to the page limitation, we do not go through tif@ntaining a sequence of encrypted random numbers with its
details of the game, which can be found in Juels’s work [1df§eys. At each level in the key tree, the reader performs akear

The basic idea of Strong Privacy is that tags randomize th&ffd locates a node holding a key that can generate the same

output such that adversaries cannot compromise theirgyrivaSNCryPted message as the one in the tag's response sequence.

However, to authenticate a tag, the legitimate reader hasT’ €xample, at the root level, the reader can determine
search all tags in the system to authenticate the tag. Such2fther a given tag is belonging to the left subtree or the

brute-force search makes the authentication efficienagatin "'ght subtree (we assume that the key tree is a binary tree in
to the number of tags in the system. this example). Repeating this binary search level by lenél u

a leaf node is reached, the reader can identify and autlaéatic

the tag.
B. Issues of Strong Privacy Thus, tree-based approaches can improve the key search

In essence, the Strong Privacy model can achieve a stra@fticiency from linear complexity (HashLock and its varisint
sense of privacy with an implicate assumption that both logarithmic complexity. However, they are proven not to
adversaries and the legitimate reader perform algorithmskie private under the Strong Privacy model. The reason is
polynomial time. It is well known that the polynomial timethat each tag's keys can be correlated to other tags’ keys.
algorithms are considered as being efficient in theory, bt f an adversary compromises a tag, the keys stored in the
really applicable to practice applications in many protecotag is exposed to the adversary. Indeed, part of those keys
due to large hidden constant, or large polynomial degree. Fge still used by other tags. As the case depicted in Fig. 1,
example, to preserve privacy, the output of a tag are enedypeach pair of tags shares some inner nodes more or less in
or hashed with a key shared between the reader and the thg. tree. For example]; and 7 sharek, ., while 7;, 75,
Without the key, an adversary cannot determine which tag7s, and 7, sharek; ;. If the adversary compromises some
interrogated by the reader. On the other hand, the read¢ohatags, it obtains several paths from the root to the leaf nodes
search all tags’ keys to determine which tag can generate @ifgresponding to the compromised tags, as well as the keys at
similar output such that it can authenticate this tag. Olisliy those paths. As a result, the adversary captures the kdlys sti
authenticating the tag is a brute-force search with theieffay used by uncompromised tags. With these keys, the adversary
of authentication being(n). For a large scale RFID system,can identify uncompromised tags by eavesdropping on the
the authentication efficienof(n) may not be acceptable.  output of these tags. The detail analysis of the compromisin
Existing PPAs can be classified into two categories: (1) tigétack can be found in [13].

variants of HashLock, and (2) tree-based approaches. The above discussion reflects the tradeoff between the

noon o nT T T,

HashLock is proven to be private under Strong Privacy, but
its efficiency of authentication i€®(n) [10]. Therefore, it is
Jot practical for a large scale system. Although HashLock’s
variants [17], [2], [14], [20], [4] employ some techniques t



authentication efficiency and privacy of RFID systems. Gen- — TagQuery(m,n,7) — m': Send a message: to a

erally speaking, more secure privacy requires more compli-  given protocol session on the tagZ . The oracle returns
cated authentication algorithms. Thus, we attempt to iwgro a messagen’ as the output of7.
the identification efficiency by slightly degrading the @y — ReaderSend(m,m, R) — m': Send a message to a

protection of tags, which is still acceptable in real RFID given protocol sessiom on the readefR. The oracle

applications. To this end, we propose a weak privacy model returns a message’ as the output ofR.

for explicitly defining the privacy. — Corrupt(T): Compromise the ta@, and obtain the
secret stored ir/. The tag7 is no longer used after

this oracle call. In this case, we say that the fags
IV. REFRESHMODEL

destroyed.
In this section, we propose a new model, nanfefresh — Result(m): When ther is complete, the oracle returis
for RFID systems. In this paper, we consider RFID systems if the scheme has the correct output; otherwise, it returns
with only one reader, which is the case in most real apptcati 0.
scenarios. The adversary starts a game by setting up the RFID system

The basic idea of Refresh is that a tag generates independgiif feeding the adversary with the common parameters. The
output each time when being interrogated by the legitimaigiversary uses the oracles above following a privacy game,
reader, making adversaries very hard, if not impossiblepte \hich will be described in next subsection, and produces the

relate the current output with previous ones. Refresh S‘B]Sioutput_ Depending on the Output’ the adversary wins or loses
of three components: RFID Scheme, Adversaries, and Privagg game.

Game.

C. Privacy Game

A. RFID Scheme . i . .
We introduce our “Privacy Game” in terms of the classic

In Refresh, an RFID scheme is defined as following:  jndjstinguishability under chosen-plaintext attack (IXIPA)

Definition 1 (RFID Scheme)An RFID scheme consists of cryptosystem security experiment. In IND-CPA experiment,
a polynomial-time algorithmi eyGen(1°) which gen- a cryptosystem is considered to be secure if no adversary
erates all key materialgy, ..., k, for the system de- can distinguish the ciphertexts of two known plaintexts. In
pending on a security parameter RFID system, due to the challenge-response communication

— a setup schem&etupTag(ID) which allocates a spe- model between a reader and tags, the output of tags can

cific secret keyk and a distinct/D to a tag. Each be considered as ciphertexts of challenge messages from the
legitimate tag should have a pdifD, k) stored in the reader. Therefore, similar to IND-CPA, an RFID protocol
back-end database. may be considered private for some security parameters if
— a setup schem&etupReader which stores all pairs no adversary has a noneligible advantage in this privacy
(ID, k) in the reader’s back-end database for all legitexperiment.
mate tags/ D in the system. The goal of the adversary in this experiment is to distiniguis

— a polynomial-time interactive protocdP between the between two different tags within the limits of its computa-
reader and a tag in which the reader owns the commtional power and functionality-call bounds.
inputs, the database and the secrets. If the reader fails, iThe game experiences three phases: Learning, Challenging
outputs_L; otherwise, outputs someD and may update and Re-learning.
the database. As shown in Fig. 2, in the Learning phasé ;s able to issue

An RFID scheme has a correct output if the reader execufé®y message and perform any polynomial-time computation
the protocolP honestly and then infers theD of a legitimate (i-e., query oracles in polynomial times). After the Leaii
tag except with a negligible probability (A function in tesm phase,A selects two uncorrupted tags as challenge candidates
of a security parameter is called negligible if there exists ain the Challenge phase. One of these challenge candidates
constantz > 0 such that it isO(z~*)). Otherwise, the readeris then randomly chosen by the system (kallengerC)
outputs_L when the tag is not legitimate. and presented to the adversary (the oracles of this tag can
be queried by the adversary except ©errupt oracle). After
that, similar to the Learning phasd, is offered the oracles of
all the tags in the RFID system lgyexcept the two challenge

Similar to Strong Privacy, adversaries in Refresh haveethrgandidates. This phase is named Re-learning. At the end of
characteristics: the oracles they can query, the goal of thRe-learning,.4 outputs a guess about which candidate tag
actions, and the rules of their actions. According to thosg selected byC. If the guess is correctd wins the game;
characteristics, we define adversaries in RFID systemswbelgiherwise, 4 loses.

Definition 2 (Adversaries)An adversaryA in an RFID  |n addition, there are two requirements for our privacy game
system is a polynomial-time algorithm which performs attac to work properly. First, at the step (7) in the privacy game,
ing behaviors by querying five oracles. the challengec refreshes the private information of the two

— Launch — m: Execute a new protocol instance challenge candidate®;” and 7;*. Thus, the adversary cannot

between the reader and a tag. correlate the output of * at the Re-learning phase with the

B. Adversaries



g;z‘;eiff T (s my it o): Wherepolg{(s) denotes any polynomial of parameter
(1) KeyGen(1°) — (ko, ..., kn). For a given protocolP in an RFID system, we define the
(2) Initiate R by SetupReader with (ko, .. ., kn). advantageof an adversary by:
3) Initiate each tadl; by SetupTag(7;, ki) with
( )the keyk;. 7 by pTag( ) Advp(A) =Pr[A wins|— %
Learning: .
(4) A may perform the following actions in any interleaved In Game’y’ """ (s, n,r,t, ), the adversaryd can win the
order. game in a trivial way. That isA picks up a bity’ from {0,1}
(8) Query Reader Send oracle at most- times. uniformly at random, i.e.Pr[t’ = b] = 1. In this case,4
Eg)) gﬂggngzﬁrgr;’é?ecsleo?é Tgsfag?isrhitr aily  attacks the system without any knowledge about the tagein th
selected from tags. system, the successful attacking probability is the loveeniul
(d) Do computations without exceedirgoverall of all attacking activities. Therefore, we define the adsaget
steps. Note thatd may queryLaunch oracle of any polynomial-time adversary byr[b’ = b] — 1.
to initiate an instance of the protocol in commu-  Different with the Strong Privacy, Refresh Privacy only
Challenge nications and computations. requires thgt tags change their output after be.ing. inteltmg_
(5) A selects two tagd; and7; to which he did not by the vahq.reader. Thus, between authentication sessions
query Corrupt oracles, thend presents these two | with the legitimate reader, the output value of a tag is Gtati
tags to challenge€. Tags are therefore subject to tracking during such interval
(6) Let Ty = 7; and 7, = T;. of time. On the other hand, tags’ output are generated by

(7) ChallengerC queriesTagQuery oracles of 7;* and 7
for one time respectively
(8) ChallengerC picks up a bitb from {0, 1} uniformly at

secret keys shared with the legitimate reader. After a valid
interrogation, the secret keys are refreshed. The output of

random. Then provided access td7;*. tags therefore is changed accordingly. Without the seas k
Re-learning: _ o the adversary cannot predict the output of tags, and thus fai
(9) A may perform the following actions in any to track tags. The privacy degradation is acceptable in many

interleaved order.
(a) QueryReaderSend oracle without
exceedingr overall queries.

applications, which requires that the valid reader intgates
tags frequently, such as access control and retailing. With

(b) QueryTagQuery oracle without limited privacy degradation, the efficiency of authentizat
exceedingt overall queries. can be improved significantly, since the legitimate readsh
(c) QueryCorrupt oracles of any tag exceff,". not perform brute-force search to authenticate each tag.

(d) Do computations without exceeding
c overall steps. Note thatl may queryLaunch

- . _ D. Implications in Refresh
oracle to initiate an instance of the protocol in

communications and computations. We have a set of important implications of the Refresh
(10) A outputs a guess bit. model.
(11) A wins the game ib’ = b. First, theK eyGen function should not generate low-entropy
or strongly correlated keys. Otherwise, a PPA scheme might
Fig. 2. Privacy game of Refresh suffer thecompromisingattack. As the adversant can make

output of 7 and 7 at the Learning phase. Second, if anCorrupt calls to some tagsd may infer some information

adversary can corrupt — 1 tags and get the keys of these of keys in uncorrupted tags from those corrupted tags. It may
aln a significant advantage to win the Privacy Game. The
tags, then he can retrieve the output of these corrupted t

Therefore, any tag in the system can be definitely distirgpds Btail o the compromising attack can be found in [13].

from others with the output of the tag. That is why at least Second, whether or ndR accepts a certain tag should
not be history-dependent; otherwise, a PPA scheme will be
two tags need to be uncorrupted.

vulnerable to thede-synchronizatiomattack. For example, we
We denote such a privacy game for an RFID system as
ref—priv assume that a tag only be interrogated for a maximum
Game , (s,n,mt,c). Here s is a security parameter,
times. After the adversaryl makesm legitimate queries to
for example, the length of keys, and r, t andc are respec-

tive parameters for number of tags, numberRfaderSend a certain tag in the Learning phasd, chooses this tag as

one of the two candidates in the challenge phase. THen
queries, number df agQuery queries, and computation steps,

observes whether or n® accepts the challenge tgy in the
An adversaryA with parameters-, ¢, and ¢ is denoted by

Challenge phase. Thereford, can determine the challenge
Alr, 2, . is the selected one or not. Hencé,can definitely win
Based on above privacy game, we define the Refresh Prlvaé:g ref P (s 1t )
of Sgﬁﬁrulcljjn S?’C?SE%'(Z ?ecf) 3Refresh Privacy): Thlrd the readerR should not differ significantly in its
A rotocol P 0f7 ’ an  RFID  svstem 4 'achievesacceptance rate across tags; otherwidecan just pick up
P ) . y . one tag whichR accepts frequently and one th& ac-
(rt,c) — Re:fm?h — Privacy W'th. paramet_er_s, it for cepts less frequently as its challenge candidates in thé Cha
any p‘i'Zf”,‘i,rELa"t'meA' the p_ro_bal?lllty of A wining under lenge phase. Thus4 might have a significant advantage in
Game,, (5,7, 7,1, ) satisfies: Gamefff”’””(s, n,r,t,c). This attack requires tha® must

VA(r,t,¢), PrlA  wins] < % +1/ploy(s) treat all tags in the system equally.



V. CASE STUuDY
Request, »

In this section, we use our refresh privacy to examine >
several representative RFID schemes: (1) the OSK scheme h(bko.r)hiky 1,7 ) h(ky 1. 7). bk 1.7)
[17] and its variant AO [2]; (2) the YA-TRAP scheme [20]; <

(3) and tree-based approaches [15]* [14], [13], [5] We SBOOFig. 3. A basic authentication procedure of tree-basedozupes
these schemes based on following observations: first, they

are well-known and efﬂmenp second,.'.[hey lack of formal During each interrogating® sends the current timestamp
privacy proofs. We show their vulnerabilities and presérat t

} 0 a tag7;. Upon receivingt, 7; compareg with its internal
methodology of the formal analysis on PPA schemes un ﬁﬁestampt- If ¢ > #;, thenT; outputs M — h(¢||k;) and
Refresh. v i ’ . .

setst; = t, whereh is a cryptographic hash function and
'|I denotes concatenation; otherwisg, outputs a random
A. OSK and AO Schemes response.

In OSK, a tag7; is initiated by the readefR with a To authenticate the ta@ conducts the brute-force search in
secret keyk;. Let f1 and f, be two independent pseudo-ts database to find a secret kieythat can generate a message
random functions. The tag; outputs M, = fg(fl(t)(ki)) h(t||k;) equal toM. If such a key existsR accepts the tag;
when interrogated by the read®, where fl(t) denotes the otherwise,R rejects the tag.
functional powers off; for naturalt. Then7; updates its key ~ Similar to OSK/AO, YA-TRAP is also vulnerable to the
k; as fi1(ki). de-synchronization attack. An adversary can query a taly wit

Upon receiving); ;, R performs a brute-force search toa certain future timestamp,,., that indicates an extremely
authenticateZ;. Note that there is a predefined upper boundistant future time. The tag thereby sets its internal tiareg
on the number of interrogations for each tag, denotechas as tmas, and outputs random responses in all subsequential
After being accessed farn times, a tag will either yield no interrogations. Consequently, this tag will always be ctgd
output or just output random nonce until the readerre- by the legitimate reader in the following sessions. We show
initializes the tag, i.e.] <t < m. To improve the efficiency the attack in Alg. 2. In this scenario, the adversary can win
of authentication, the read® stores all pre-computed outputthe Privacy Game with probability one. Thus, YA-TRAP is
in a giant tablel = {M;|1 < i < n,1 <t < m}. By notprivate under Refresh.
looking up M, ; in the table, the readeR can immediately ~We can see that OSK/AO and YA-TRAP are not private
authenticate the tag;. under Refresh because they violate the second and third im-

Avoine et al propose a variant scheme AO to improve thdications described in Subsection IV-D. Hence, an advgrsa
storage efficiency of OSK by using Hellman tables [7]. Thean mark a target tag by modifying its inner state (i.e., the
storage efficiency can be improved fraf(N) to O(N?/3), upper boundn in OSK/AO, and the timestamp in YA-TRAP)
where N =n x m. to win the Privacy Game.

The vulnerability of OSK or AO lies in the upper bound
m. An adversary can launch the de-synchronization attack §#gorithm 2 De-synchronization attack on YA-TRAP
a tag. Interrogating the tag forn times, the adversary can 1: In the Learning phase, the adversadyselects two distinct tags
exhaust the valid output of the tag. As a result, the valideea _ Z: andZ; uniformly at random. ,
will reject the tag even though the tag is valid. Algorithm 1; jgﬂggﬁé %‘eaﬁé%é;zgiguggg"gg;; vg/grk: dﬁéﬁt“és.
shows the attack procedure. Based on the de-synchromizatig. |, the Re-learning phasel first queries the oracl@agQuery
attack, the adversary can always distinguish a tag fromrsthe of 7;*, and then relays the responseZip’s ReaderSend oracle,
and win the privacy game with the probability one. Hence, finally makes a query tdtesult oracle.

OSK and AO schemes do not achieve Refresh Privacy. 5 If Z,” is valid, theResult oracle of7,’ returns 1, thend guesses
b=1,i.e.,7,; =7T;, otherwiseA guessed =0, i.e.,7," = 7;.

Algorithm 1 De-synchronization attack to OSK/AO
1: In the Learning phase, the adversafyselects two distinct tags

Z; and7; uniformly at random. C. Tree-based Approaches
2: A queries the oracl&agQuery of 7; for m times.
3: A submits7; and7; as its challenge candidates. In tree-based approaches [15], [14], [5], [13], PPA schemes
4: In the Re-learning phased first queries the oracl&agQuery USe a balanced tree to organize and store the keys for all tags
of 7,* and then relays the responseZip’s ReaderSend oracle, In the key tree structure, we find that each tag shares some

A finally queriesResult oracle.
5: If 7" is valid, theResult oracle of7," returns 1, thend guesses
b=1,i.e. 7, =T otherwise, A guesse$ = 0, i.e., 7, = 7;.

inner nodes, more or less, with other tags in the key tree as
we discussed in Subsection I1I-B. Therefore, the tree-dbase
approaches are vulnerable to compromising. If the adwersar
deliberately corrupts some tags, it can obtain severalspath
related to the corrupt tags, as well as the keys along those
B. YA-TRAP Scheme paths. Since those keys are shared among tags, some secret

In YA-TRAP, besides the secret kéy issued by the reader keys of uncorrupted tags will be exposed to the adversary.
‘R, a tagZ; stores an internal timestanipto record the time Only via eavesdropping, the adversary may have significant
of last interrogation ofR. advantages of distinguishing other uncorrupted tags. Lai et




[13] shows that in a tree-based RFID system contairitiy Request.p =
tags, an adversary can identify any tag with the probability 4
approximate to 90% by tampering with only 20 tags. We define P U
the compromising attack in Alg. 3. h
We can see that tree-based approaches are not private under ° »
Refresh due to the correlation between the keys of tags,twhic
violate the first implication in Subsection IV-D. Fig. 4. Authentication Procedure in LAST. Up@h, R’s operations are: 1.

authenticatingZ; and key-updating; 2. computing and sending it taZ;. 7;
- — also updates its keys after checking
Algorithm 3 Compromising attack on tree-based approaches

1: In the Learning phase, the adversatyselects a number of tags, . . -
and querieXCorrupt oracles of these tags. The protocolP includes three rounds, as illustrated in Fig.

2: A chooses two distinct tags and7Z; arbitrarily from the set of 4. In the first round,R generates a random numbeyr (a
uncompromised tags. nonce), and then sends with the “Request” message 4.
3: A submits7; and7; as its challenge candidates. In the second round]; generates a random numbey and
4 Ig the F:e(;lrizlrgmg phased queries all oracles of ", except o mntegh (11, 1o, k;), whereh(r1, 72, k) denotes the output
orru . . . .
5 A analz;/zes the output f;*, then guesseb accordingly. of a cryptographic hash functioh on three inputs: a key
k of 7 and two random numbers;, and r,. 7; computes
) . V = h(ry,ra,k;), and then repliesR with a message
Through above formal analysis, we find that some welfy _ (ra, Index;, V). R authenticated; according toU.
known PPA schemes are not private under our Refresh mOde|Upon U, R searches for an/ndex; in the back-end
since they do not satisfy the implications of Refresh (Sdﬂ*sudatabase, and then outplitif Indez; does not exist; other-
section IV-D). Specifically, the output of tags in OSK/AO an@vise,R picks up thek; belonging to the tupl€Z;, Index;, k;),
YA-TRAP is history-dependent, they are thereby inevitably, computed”’ = h(r1, 72, k;). If V! = V, R accepts the
vulnerable to the de-synchronization attack. On the othgf, snd identifies it ag;; otherwise,R outputs | .
hand, due to the correlation of tags’ keys, the tree base I\fter authenticatingZ;, R will update the keys of
approaches fail to defend against the compromising attaq;: R computes Index, = h(r,rs, Index; ki) and
Therefore, a challenging issue emerges in designing PPA _ h(r1,72, k), respeétively, and then replaées the tuple

schemes: achieving the privacy as well as high authem'rmau(% Index;, k;) in the database Withi7;, Inde, k!). After

efficiency. the key-updating procedur® replies 7; the messager =
h(Tl, T2, k;)
Upon receivingo, 7; first computesk, = h(ri,r2, ki)
VI. LAST DESIGN and o’ = h(ry,72, k). ThenZ; checks whethew’ equals
To address the issue raised in Section V, we propose If yes, 7; updates originalk; and Indez; to k] and
a Light-weight privAcy-preServing authenTication schem@ndez, = h(ri,rs, Index;, k;), respectively; otherwise7;
LAST, based on the Refresh model. We not only analyze thscardss and keepdndexr; andk; unchange.
efficiency of LAST, but also prove its privacy under Refresh.

We show that LAST is Refresh Private with extremely high

efficiency. B. Efficiency
We first investigate the storage efficiency of LAST, and then
A. Scheme analyze the authentication efficiency by estimating the lnem

of hash computations in each authentication.

Based on Def. 1, LAST consists of fOIIOWing components. An RFID tag norma”y has very t|ny memory to store user’s
— KeyGen(1®%): generates two sequences of keydnformation as well as keys. The storage efficiency thereby
k1,...,k, and Index1,...,Index,, depending on a is critical in designing PPA schemes. LAST is efficient in
security parametes. Each key is generated indepenkey storage. Specifically, LAST only allocates two keys for

dently to all others, heréndez; is the index of tagl; each tag, the index and authentication key. On the reader
in the back-end database, ahdis the key used in the side, the storage i8n. The storage efficiency is similar to
authentication procedure. that of HashLock (one key stored on tag side anlleys on
— SetupTag(T): returns a specific secret pdifndex, k) reader side), whereas higher than that of tree-based agm@ea
for a particular tagZ . The tuple(7;, Index;, k;) exists (O(logn) on tag side an@(nlogn) on reader side [13]).
in the back-end database when the fags legitimate. The basic operation in LAST is hash computation. There-
— SetupReader: stores all tuples(7;, Indez;, k;), 1 < fore, we can use the number of hash computations to eval-
1 < n, in the back-end database. uate the authentication efficiency of LAST. According to the
— P is a polynomial-time interactive protocol betweerauthentication proceduréy just needs four hash computa-
R and 7; in which R uses common parameters andions: one for authentication, three for key-updating. §hu
the secret tuples. If the reader failed, it outputs the authentication of LAST has the complexif}(1) on the
otherwise,R outputs thel/ D of tag 7; and updates the authentication efficiency, which is much more efficient than
corresponding tuple in database. previous schemes.



C. Privacy

Based on the Refresh model, we formally prove that LAST

can achieve Refresh Privacy.
Theorem 1:LAST achieveqr,t, c) — Refresh — Privacy

- returnsU = ry, Indexy, V, where Indexy, is
the existing index key off,*.
— For other tags: same operations as those in the
Learning phase.

in random oracle model, for any polynomial-time adversdry  Sim simulates theReaderSend oracle by generating a

i.e., for anyr, ¢, andc polynomial in the security parameterrandome, and returning it taA.

S. G is similar to Gy except the random oracle and the
Proof: In this proof, we employ therandom orale constructions of thd@ agQuery and ReaderSend oracles. In

(RO) model [3], in which cryptographic hash functions ar€:,, from the view point of.4, Sim simulatesC perfectly

treated as arbitrary random functions. We denote the gameept following events happens:

Game';/ """ (depicted in Fig. 2) between the challenger 1) Collisions in the input of the hash functioh. For

example, inGy, the hash functioik will treat (ry, 7o, -)

and the polynomial adversary as Gg.
We specify a simulato8im, who plays a gamés; with A, and (ry,71,-) as same input, therefore the output/of
should be identical. However, 6, according to the

to simulate the real challengér Here G is derived fromGg
by replacing the hash function and some oracle&inwith definition of random oracle} considers thatry, s, -)
and(rq,r1,-) are different, the output off of course is

an RO and random functions, respectivéjm does not have
any knowledge about the value bfor any pair {ndex; and different. ThusSim cannot answef’s query correctly.
We denote this event aBvent;.

k;) (according toGy, these values are hold I8}). Hence, A’s
advantage i, is zero. In other wordA gains no knowledge ) collisions in the output of. Since.A performs at most
from Sim in G;. Based on the random oracle model, if we ¢ computations, the number 6 is not more thar.
can construcBim that is indistinguishable with the challenger We denote this event aBvents.
C, we can safely claim thatl will not gain any knowledge 3y 4 guesses the correct key &f or k;. In this case,A
about tags inGo. Thus, the privacy of tags in the real RFID owns the correct keys df; or 7;. Thus,.4 can find that
systems is preserved. the output fromSim are not correct. We denote this
According to Gy, A chooses two tagd; and 7; from event asEvents.
uncorrupted tags. L.GH be the random orgcle for. thg hash The probabilities ofEvent; and Events are bounded by
function h. H is a list of hash valuesf_list, maintained the birthday paradox:
by Sim. H_list is initialized as empty. The format of each '
entry in H_list is (u,v). For a queryu to H, Sim first (r+t)?+¢
checks whether, exists in H_list. If yes, Sim returns the 2.28
corresponding as the hash value of(u); otherwise,Sim  For Events, given thatH is a random oracle, its output reveals
generates a uniformly at random, then returnsas the value no information about the secret keys. Hence, the probsbilit
of h(u), and appendsu, v) into H_list. that A can successfully gueds or k; is at most2<.
In G1, Sim simulates the result df agQuery call to 7,": As discussed at the beginning of the proof, the advantage
After receiving the “Request” and;, Sim simulates the of 4 in G, is zero. Considering the probabilities of any event
TagQuery oracle as follows: happening, the advantage dfin G, is bounded by:
« In the Learning phase,

— if TagQuery is queried for the first timeSim

Pr[Event, V Events] <

Advast(A) = Pr[Event, V Eventy V Events]

x generatesr, uniformly at random, and then D242 9 N2 4244
queriesH to getindex andV; < M + == (r+t)” e tde
) 2.28 28 2541
* returnsU = (rq, Indez, V), . ) -
_ otherwise Obviously, the advantage of is negligible. Based on the Def.
' ) i 3, LAST is (r, t, ¢)-Refresh-Privacy. [ |
x generateg, uniformly at random and querieg
to getV;

D. Other Security Objects

In this subsection, we show that LAST also achieves other
security objectives, which are required in the PPA scheme
design [13], [5].

Cloning Resistance An adversary may impersonate a valid
) tag via repeatedly forwarding valid responses to the reader

- generates; uniformly at random, and thenpich is termed as the cloning attack [13]. In LAST, two

queries? to get/ndex; andV; ~ random numbers; andr, are exchanged in the authentication

- retunsU = (ry, Indexy, V), whereIndex, 1S procedure to defend against the cloning attack. Since the

the existing index key of,; random numbers, andr, are generated uniformly at random
* otherwise, and varied in every authentication procedure, it is infgasi
- generates, uniformly at random and queriesfor an adversary to predicate. In addition, if the length-pf
‘H to getV; and ro in LAST are sufficiently long (more than 64 bits),

x returnsU = rq, Index, V.
« In the Re-learning phase,
— for 7.5,
x if TagQuery is queried for the first time in the
Learning and Re-learning phas&im
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